
CNA NetProtect® for Financial Institutions: 
How our coverage responds.

FINANCIAL INSTITUTIONS

Liability Insuring Agreements

Insuring  
Agreement

Definition Claim Scenario Coverage Response 

Media  
Liability

Covers libel, slander, 
copyright infringement 
and negligence for content 
created by or on behalf of 
the insured.

A lawsuit is brought against a financial institution 
alleging that printed and online marketing 
materials, and the product branding therein, 
disparage the products of other institutions, 
infringe upon trademarks, and make various 
other misrepresentations.

Damages and defense costs 
for covered wrongful acts as 
defined by the policy.

Network  
Security  
Liability

Covers damages resulting 
from an authorized third-
party user’s inability to 
access or use an insured’s 
network, or from the 
insured’s infection of a third-
party network with a virus.

A community bank suffers an attack against its 
network that results in an unplanned shutdown, 
preventing customers from accessing their 
accounts for a period of time. Lawsuits are filed 
by the banks client’s for damages resulting from 
the inability to access their accounts.

Damages and costs for 
covered wrongful acts as 
defined by the policy.

Privacy  
Injury  
Liability

Covers damages resulting 
from the unauthorized 
access and use of 
third party’s protected 
information.

A hacker gains access to the computer network 
of a financial institution. Customer lists, 
account information and personally identifiable 
information (DOBs, Addresses, SSNs) are 
exfiltrated by the hacker. After the event 
response, including notification, is finished,  
a customer class action is brought against  
the bank.

Damages and costs for 
covered wrongful acts as 
defined by the policy.

Privacy  
Regulation 
Proceeding

Covers the defense of a 
regulatory proceeding 
alleging violation of a 
Security Breach Notice Law 
or any statute or regulation 
governing protected 
information.

A bank with customers in numerous states 
sends correspondence to a customer list via the 
mail. The labels for each envelope mistakenly 
included account and/or social security numbers. 
Attorney Generals from several of the affected 
states commence proceedings and levy fines.

Damages (including fines) 
and expenses for covered 
proceedings as defined by 
the policy.

Financial institutions have grown increasingly dependent on technology and digital information to run their day-to-day operations. 
And while technological advancements have helped increase productivity, they’ve also increased the exposure of cyber-attacks, 
viruses and security breaches. The repercussions from such events can lead to financial loss, penalties, privacy injury, negative 
publicity and legal costs. 

With CNA NetProtect® for Financial Institutions, your clients have access to underwriting expertise and risk management strategies 
that combine people, controls and technology into a comprehensive insurance solution. It’s designed to address both first- and  
third-party risks, and sets a high standard for network security, content and privacy liability.
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For more information, please contact your CNA Underwriter  
or visit www.cna.com/financialinstitutions.
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Reimbursement Coverages

Insuring  
Agreement

Definition Claim Scenario Coverage Response 

Privacy Event 
Expense 
Reimbursement

Covers credit and identity 
monitoring, forensics and 
public relations expenses 
after an act that caused 
or is likely to cause the 
unauthorized use or 
disclosure of protected 
information.

A bank manager has his or her laptop stolen 
from his or her car. The laptop may or may not 
be encrypted, and the bank manager is pretty 
sure that he or she kept records of many, if not 
all, bank clients on the laptop. The laptop also 
has proprietary bank information on it. Forensic 
review is necessary, and depending upon the 
results, notification of individuals, corporations, 
and government agencies may be required. 
Credit monitoring and related expenses may be 
provided. 

Expenses for covered 
proceedings as defined by 
the policy.

Extortion 
Demand 
Reimbursement

Covers expenses in order to 
respond to an extortionist’s 
threats to disrupt an 
insured’s website or network 
or to release confidential 
information.

A customer service representative at the local 
community bank is surfing the web while eating 
lunch at his or her desk. A website is infected 
with malware, and upon visiting the site, the 
individual’s computer is affected. Within hours 
the bank is locked out of its computer systems 
and a ransom demand is received. Forensics 
analysis is likely required, and there is potential 
for further first party costs, such as notification 
and credit monitoring, depending upon what 
the bad actor accessed.

Reasonable and necessary 
expenses incurred in order 
to respond to an Extortion 
Demand, including payment 
of monies demanded by an 
extortionist, as set forth in 
the policy.

Privacy 
Regulation 
Investigation 

Covers expenses for 
requests of documentation 
by a government body in 
connection with a potential 
claim.

An employee at a financial services firm sends 
an email to his or her clients updating them on 
recent financial wins and general information 
on new products and services. The employee 
mistakenly attaches a spreadsheet containing 
client account information, including social 
security numbers, home addresses, and/or 
account numbers and balances. Since many of 
the clients reside across the country, Attorney 
Generals from several states commence 
investigations. 

All reasonable and 
necessary expenses incurred 
in order to respond to or 
effectuate compliance 
with a Privacy Regulation 
Investigation, as set forth in 
the policy.


