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Digital Informed Consent: Balancing Innovation and Compliance
Digital informed consent is a comprehensive, technology-enabled 

process that educates patients/clients about the proposed course 

of care, obtains their authorization and electronically documents 

their consent. (In contrast, electronic or e‑consent refers more 

narrowly to capturing patient/client consent and signature by 

electronic means rather than on paper – for example, completing a 

PDF form on a tablet during an office visit.) As technology evolves, 

providers increasingly deliver consent-related information through 

a combination of digital tools, remote platforms and multimedia 

formats in lieu of hard-copy materials.

These advancements in the consent process have produced a broad 

range of benefits, including greater convenience and efficiency, 

as illustrated below. At the same time, however, the shift to digital 

consent introduces a range of potential legal, clinical and opera- 

tional liabilities, including communication gaps between provider 

and patient/client, digital access inequities, electronic health record 

documentation challenges and regulatory compliance concerns. 

To counter these risks, providers and organizations must implement 

digital informed consent systems in a thoughtful manner and closely 

monitor results.

This edition of AlertBulletin® offers guidance for healthcare leaders 

and providers seeking to maximize the benefits of digital consent 

while minimizing associated exposures. The bulletin provides an 

overview of commonly used tools and basic clinical applications. 

It also addresses common challenges in digital informed consent 

and provides strategies to help ensure patients/clients compre- 

hend the nature, benefits and risks of the proposed treatment, as 

well as alternatives. Finally, a sidebar on page 3 highlights key 

legal and regulatory requirements to consider when obtaining 

electronic signatures (e-signatures).

Key Advantages of Digital Informed Consent
At present, research on the effectiveness of digital consent remains limited, but preliminary findings suggest it may offer the following 

benefits, among others:

Increased 
efficiency

Digital consent  
streamlines  

information-sharing,  
enabling faster  

patient/client intake  
and expediting  
documentation.

Enhanced 
traceability

Digital forms are  
time-stamped,  

tamper-proof and  
fully auditable,  

making it easier to track 
access, changes  
and revocations.

Increased  
transparency

Multimedia tools  
help clarify health 

information, improving 
comprehension  

of risks, benefits and 
alternatives. 

Easier  
access 

Digital consent allows 
patients/clients to  

complete informed  
consent on their own  

schedule and withdraw 
consent more easily,  

if necessary.

Improved 
comprehension

 Interactive digital tools  
can improve  

understanding and  
recall of diagnoses,  

indications and  
treatment options. 

See Goldschmitt, M. et al. “Digitalizing Informed Consent in Healthcare: A Scoping Review.” BMC Health Services Research, volume 25: article No. 893, July 2, 2025.

https://link.springer.com/article/10.1186/s12913-025-12964-7
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Basic Tools

Whether traditional or virtual, informed consent must remain 

collaborative and individualized, with digital tools used to reinforce, 

not replace, the required provider-patient/client discussion. The 

following modalities, among others, are used to augment one-on-

one consent discussions:

•	Telehealth platforms that facilitate end-to-end remote consent 

processes.

•	Website tutorials that provide self-paced education on risks, 

benefits and procedural expectations, among other issues, prior 

to a face-to-face provider discussion.

•	Video supplements that complement verbal explanations  

by the provider.

•	Digital questionnaires that capture preoperative data and inform 

the consent process.

•	Interactive web applications that offer personalized walk-

throughs of procedures and treatments, including provider 

guidance and important reminders.

•	Artificial intelligence-driven platforms that facilitate interactive 

Q&A functions and automatically generate documentation.

•	Virtual reality (VR) or augmented reality (AR) devices that 

provide immersive, interactive experiences, enabling the patient/ 

client to better anticipate and understand treatments – e.g., 

patients/clients may use a VR headset to preview a planned pro- 

cedure, or use AR features on a tablet to view three-dimensional 

anatomy overlaid on diagnostic images.

Clinical Applications

Tool selection should be guided by the procedure/treatment  

and the patient’s/client’s specific needs. When used appropriately, 

digital tools may enhance informed consent in the following 

situations, among others:

•	Visual explanations of routine procedures, such as IV therapy, 

blood transfusion, bedside treatment, radiological procedures 

and standard surgeries.

•	Preoperative or procedural education, delivered through 

self-paced audiovisual modules, on such topics as surgical care, 

oncology treatment and reproductive health.

•	Research studies that require tailored consent approaches, 

including small or specialized studies and decentralized trials that 

allow participants to provide consent remotely. (See Informed 

Consent: Guidance for IRBs, Clinical Investigators, and Sponsors, 

from the U.S. Food and Drug Administration, August 2023.)

•	Pediatric care, with materials designed to effectively inform 

children, as well as parents or guardians.

•	Remote care environments, where a conventional in-person 

discussion is impractical.

Challenges and Preventive Measures

Healthcare organizations, practices and solo providers that utilize 

digital consent should be aware of the following areas of potential 

liability and take appropriate measures, as suggested below, to 

counter these risks:

Inappropriate patient/client selection. Digital 

informed consent is not appropriate for everyone. 

Cognitive, language, visual, and technological  

or access barriers can limit a person’s ability to understand and 

engage with online materials.

•	Ask patients/clients if they are willing or able to give their 

consent digitally, or would prefer the conventional hard-copy 

approach.

•	Set clear criteria for when digital consent is appropriate, 

including screening for cognitive, sensory, motor and digital‑ 

literacy barriers to meaningful participation.

•	Be prepared to utilize paper-based consent when needed, 

ensuring that legal and documentation requirements are met.

Over-standardization. While use of standard forms 

may help prevent omissions, excessively rigid tem-

plates could potentially impede explanation of specific 

diagnoses or treatment plans.

•	Include free-text fields in templates to accommodate additional 

notes on risks, alternatives and other pertinent clinical content.

•	Remind providers that informed consent is primarily a 

patient/client education and communication process, not an 

administrative task.

•	Regularly review consent templates to ensure ongoing 

regulatory compliance and clinical relevance.

Lack of patient/client understanding. Health literacy 

varies widely, a fact that should be kept in mind when 

drafting and reviewing consent materials.

•	Use plain language in consent materials and ensure they are 

written at a reading and knowledge level geared to the average 

patient/client.

•	Incorporate audiovisual educational tools to reinforce important 

concepts and support different learning styles.

•	Integrate comprehension checks – such as brief multiple-choice 

questions – into the digital process to confirm patients’/clients’ 

understanding of the treatment’s nature, benefits and risks.

•	Instruct providers to confirm patients’/clients’ comprehension 

of consent-related information and to document their verification 

in the healthcare information record.

•	Ensure that patients/clients know how to access and use the 

website portal, if their consent will be obtained through it.

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/informed-consent
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/informed-consent
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Legal and Regulatory Requirements
For digital informed consent processes to be valid, they should be functionally equivalent to traditional paper-based methods, providing 

the same level of notice, comprehension and affirmative agreement. The diagram below illustrates four pillars of a legally binding e-signature 

and identifies some key laws and regulations necessary to achieve compliance:

Intent to Sign

Patient/client demonstrates a 
clear intention to electronically 

sign, e.g., by clicking  
an “I Agree” button.

Authentication

E-signature of patient/client  
is linked to the digital consent 

record through identity 
authentication and signature 

verification features. 

Consent

Provider and patient/client 
consent to the electronic 
transaction, possibly via a 

click-through feature indicating 
agreement to terms  

and conditions.

Record Integrity

Digital consent system is 
designed to reliably retain  

and secure stored  
signatures and records.

Valid E-signature

Uniform Electronic 
Transactions Act (UETA)

Widely adopted  
legal framework  

recognizing e-signatures  
and records for  

digital transactions. 
UETA works in  

conjunction with the 
E-SIGN Act.

Electronic Signatures  
in Global and  

National Commerce Act  
(E-SIGN Act)

Federal law granting 
e-signatures and records 

the same legal weight  
as paper counterparts  

for telemedical  
encounters and other  
interstate transactions.

21 CFR Part 11

Federal code  
governing the use  

of electronic records  
and signatures  

for all FDA-regulated 
entities, including  
clinical research  

investigative boards.

HIPAA

Under HIPAA,  
digital consent systems 

must comply with 
authorization require-

ments and protect 
against cyber threats, 

including data breaches 
and unauthorized 

disclosure of protected 
health information.

State Laws

Most states impose  
their own electronic 

consent requirements 
through statutes, 

regulations or Medicaid 
policies. See  

Illinois and New York  
for examples.

Laws and Regulations

Insufficient documentation. While digital consent 

forms and other materials can help convey essential 

information, providers remain responsible for docu- 

menting that patients/clients understood the material, had the 

opportunity to ask questions, received appropriate responses, and 

participated in an open and mutual discussion. Failure to do so 

may have liability consequences.

•	Clearly state in written policy that digital consent does not 

replace face-to-face discussion and serves only to support 

critical dialogue and documentation.

•	Include a provider attestation in digital forms, whereby 

providers confirm the discussion occurred and patients/clients 

understand the significance of what they are signing.

•	Require a separate provider note in the healthcare  

information record of the key risks reviewed, as well as ques- 

tions asked, alternatives discussed and clarifications provided.

•	Note if VR, AR or other digital tools were utilized to 

enhance the patient/client educational aspect of the informed 

consent process.

•	Maintain an auditable record of digital consent and  

supporting clinical documentation, and perform periodic 

quality audits.

https://www.uniformlaws.org/viewdocument/final-act-21?CommunityKey=2c04b76c-2b7d-4399-977e-d5876ba7e034
https://www.congress.gov/106/plaws/publ229/PLAW-106publ229.pdf
https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11
https://www.congress.gov/104/plaws/publ191/PLAW-104publ191.pdf
https://law.justia.com/codes/illinois/2019/chapter-5/act-5-ilcs-175/
https://its.ny.gov/electronic-signatures-and-records-act-esra-regulation
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Inadequate accessibility and equity safeguards. 

Digital consent policies should take accessibility and 

equity issues into consideration, as failure to do so may 

result in unequal patient/client access to care or invalid consent.

•	Check for connectivity across device types – e.g., mobile 

phone, tablet, desktop – as well as operating platforms and 

browsers.

•	Ensure that providers offer interpreter support and translat-

ed written materials, when needed.

•	When necessary, offer assistive devices, such as screen 

readers and magnification tools.

•	Measure patient/client access to and comprehension of  

the digital informed consent process as part of performance 

improvement initiatives, implementing corrective actions as 

needed.

Privacy and security lapses. As e-consent processes 

are potentially vulnerable to unauthorized access, data 

breaches and potential system disruptions, they require 

effective, up-to-date security safeguards.

•	Check that digital consent systems are in compliance with 

applicable privacy, security and data protection requirements.

•	Limit access to consent records to authorized personnel, 

based on their job responsibilities.

•	Ensure that digital consent systems produce clear audit trails 

that document access, e-signatures, modifications to consent 

forms and patient/client revocation.

•	Develop contingency plans for system outages or cyber 

incidents, including procedures for conventional paper-based 

consent when necessary.

Like many other healthcare-related processes, informed consent 

is being transformed by digital technology. Interactive platforms 

and multimedia tools make vital information available to patients/ 

clients more quickly and compellingly. However, an over-reliance 

on technology can also make the informed consent process – 

which is fundamentally a discussion between provider and patient/

client – more one-sided and impersonal. The suggestions included 

in this publication can help ensure that digital consent policies 

and procedures help strengthen communication, compliance and 

documentation, while minimizing liability exposure.

Quick Links to CNA Resources
•	AlertBulletin® 2026-Issue 1, “Electronic Healthcare Records: 

As Systems Evolve, New Risks Emerge.”

•	inBrief® 2025-Issue 1, “Patient/Client Portals: Maximizing 

Benefits, Minimizing Risks.”

•	Vantage Point® 2024-Issue 2, “Telemedicine Update: 

Coordinating Remote and In-person Care.”

The information, examples and suggestions presented in this material have been developed from sources believed to be reliable, but they should not be construed as legal or other 
professional advice. CNA accepts no responsibility for the accuracy or completeness of this material and recommends the consultation with competent legal counsel and/or other professional 
advisors before applying this material in any particular factual situation. Please note that Internet links cited herein are active as of the date of publication, but may be subject to change 
or discontinuation and are provided solely for convenience. CNA does not make any representations, endorsements, or assurances about content contained on any website referred to 
herein or on the accuracy of any of the content contained on third party websites. The views, statements, and materials contained on the website are those of the owner of the site. This 
material is for illustrative purposes and is not intended to constitute a contract. Please remember that only the relevant insurance policy can provide the actual terms, coverages, amounts, 
conditions and exclusions for an insured. All products and services may not be available in all states and may be subject to change without notice. Certain CNA Financial Corporation 
subsidiaries use the “CNA” service mark in connection with insurance underwriting and claims activities. Copyright © 2026 CNA. All rights reserved. Published 7/26. CNA AB26-3.

For more information, please visit www.cna.com/healthcare.
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email, please register for a complimentary subscription  

at go.cna.com/HCsubscribe.
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