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	Underwriting Information Complete only if applying for Information Risk 

	Name of Applicant


	     


	COVERAGES 

	
	Select each Coverage and indicate the Limit of Liability and Retention for which you are applying:

	
	Coverage
	Limit of Liability
	Deductible      

	
	 FORMCHECKBOX 
 Network Security & Privacy Injury Liability
	     
	     

	
	 FORMCHECKBOX 
 Privacy Regulation Proceeding Sublimit
	     
	     

	
	 FORMCHECKBOX 
 Privacy Event Expenses Sublimit
	     
	     

	
	 FORMCHECKBOX 
 Extortion Sublimit
	     
	     

	
	Effective Date:             Retroactive Date:        

	1. 
	Do you maintain a comprehensive information security program that is designed to protect the security, confidentiality, and integrity of all personal and commercial information? 
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No

	2. 
	ADMINISTRATIVE SAFEGUARDS – select all that apply

 FORMCHECKBOX 
 Access to Information that resides on data storage devices (servers, desktops, laptops, PDA’s) is controlled.
 FORMCHECKBOX 
 Access to Information that can be displayed, printed or downloaded to external storage devices is controlled.
 FORMCHECKBOX 
 Ability to identify whose non-public information is being held along with contact information
 FORMCHECKBOX 
 Accounts are monitored to eliminate inactive users
 FORMCHECKBOX 
 Data that is no longer needed is erased or destroyed leaving no residual information
 FORMCHECKBOX 
 Contractual requirements are in place with third parties trusted with sensitive information to protect this information with the same obligation that you owe to others and to comply with any applicable privacy law. 
 FORMCHECKBOX 
 Background checks are conducted on employees and independent contractors.
 FORMCHECKBOX 
 Employee awareness and /or security training is in place.
 FORMCHECKBOX 
 A privacy policy reviewed by a third party is in place.
 FORMCHECKBOX 
 A process is in place for assessing whether a breach notice is legally mandated and how the notice is to be communicated.  
 FORMCHECKBOX 
 A procedure has been established for employee departures that includes an inventory recovery of all information assets, user accounts, and systems previously assigned to each individual during their employment.


	1. 

	TECHNICAL SAFEGUARDS– select all that apply

	
	  FORMCHECKBOX 
 Anti-virus/malicious software is deployed 

	
	  FORMCHECKBOX 
 Anti-virus scans are performed on all e-mail attachments, files and downloads before opening

	
	  FORMCHECKBOX 
 Automatic software updates on a daily basis

	
	  FORMCHECKBOX 
 Rejected files are quarantined

	
	  FORMCHECKBOX 
 Unneeded services and ports are disabled

	
	  FORMCHECKBOX 
 Virus/information security threat notifications are automatically received from CERT or similar

	
	  FORMCHECKBOX 
 Anti-spyware software is installed and configured to provide protection of sensitive information on all servers, desktops, PCs and laptops

	
	  FORMCHECKBOX 
 Security software updates and patches are checked weekly and updated within 30 days

	
	  FORMCHECKBOX 
 Unauthorized access or attempts to access sensitive information can be detected

	
	  FORMCHECKBOX 
 Reasonable encryption methods are used when transmitting, receiving, or storing sensitive information

	
	  FORMCHECKBOX 
 Factory default settings are replaced to ensure systems are securely configured

	
	  FORMCHECKBOX 
 A firewall has been established at each Internet connection

	
	  FORMCHECKBOX 
 A firewall has been established between any DMZ and Internet connection

	2.
	a. 
	Do you use wireless networks?  
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No

	
	b. 
	If yes, do you use security at least as strong as WPA authentication and encryption, requiring two- factor authentication (VPN, Access token, password/account logon) before allowing access to the network?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No

	3.
	Approximately how many records do you maintain on your network (personal and commercial information held on behalf of others)      
Indicate type of third party sensitive information held

 FORMCHECKBOX 
 Social Security Numbers 


 FORMCHECKBOX 
 Passwords, including PINs
 FORMCHECKBOX 
 Medical or dental records


 FORMCHECKBOX 
 Salary and compensation 
 FORMCHECKBOX 
 Driver’s license numbers


 FORMCHECKBOX 
 Disability status
 FORMCHECKBOX 
 Credit card numbers



 FORMCHECKBOX 
 Criminal arrests & convictions
 FORMCHECKBOX 
 Race, ethnicity, national origin


 FORMCHECKBOX 
 Third party intellectual property/trade secrets
 FORMCHECKBOX 
 Financial records 



 FORMCHECKBOX 
 Other (please describe)     


	PHYSICAL SECURITY SAFEGUARDS – select all that apply

	1. 
	  FORMCHECKBOX 
 Physical security controls have been established to control access to sensitive data.
  FORMCHECKBOX 
 Server room and/or data center access is limited to authorized personnel only.
  FORMCHECKBOX 
 Removable devices such as laptops, PDAs, thumb drives, tapes or diskettes (all removable media) contain non-public personal or commercial information. 

If checked, all information is encrypted and encryption/decryption keys are not stored on the device unless protected by two factor authentication.    FORMCHECKBOX 
  Yes     FORMCHECKBOX 
  No 


	HISTORICAL CLAIMS & INVESTIGATORY INFORMATION

	1. 
	Have you received any complaints, claims, or been subject to litigation involving matters of privacy injury, identity theft, denial of service attacks, computer virus infections, theft of information, damage to third party networks or your customers ability to rely on your network?

If “yes” attach details.
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No

	2. 
	Within the last five (5) years, have you been the subject of an investigation or action by any regulatory or administrative agency arising out of your business practices?

If “yes” attach details.
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No


The undersigned officer certifies that he or she is an authorized representative of the applicant identified in Part I above and certifies that reasonable inquiry has been made to obtain answers to these questions. He/she certifies that the answers are, to the best of his/her knowledge and belief, true, correct and complete. Signing this application does not constitute a binder or obligate CNA to provide this insurance, but it is agreed that this application is the basis upon which CNA may issue a policy. 
By:
_______________________________
_                         ___________________________________

Signature of Authorized Representative                          Printed Name of Authorized Representative
Title:  __________________________________                   Date: ____________________________
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