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Commercial Crime Policy Application
General Information:

Name of Applicant:
     
Principal Address:
     



     
Date Business Established: _     __



Date Incorporated:
     
Present Crime Insurance Program:
a) Insurance Carrier: 


     
b) Limit of Liability: 


     
c) Premium: (Not necessary for CNA Renewals)
     
d) Effective Date:  


     
Does CNA currently write any other lines of insurance for you?




  FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

If Yes, please list:
     


Description of Operations:
     
In the course of your business do you perform any of the following functions?

a) Trading: 







 FORMCHECKBOX 
 Yes 
  FORMCHECKBOX 
 No

b) Extending Credit: 






 FORMCHECKBOX 
 Yes 
  FORMCHECKBOX 
No

c) Issuing Warehouse Receipts: 




 FORMCHECKBOX 
 Yes 
  FORMCHECKBOX 
No

d) Transporting or Storing Valuables for Others: 


 FORMCHECKBOX 
Yes 
  FORMCHECKBOX 
No

e) Leasing: 







 FORMCHECKBOX 
 Yes 
  FORMCHECKBOX 
No

f) Storing Customer Credit Card Information:



 FORMCHECKBOX 
Yes 
  FORMCHECKBOX 
No

Employees (Number of):

a) Domestic 




     

b) Foreign 




     

c) With access to Money or Securities 

     


Do you employ Agents which work on your behalf? 
 FORMCHECKBOX 
Yes 
  FORMCHECKBOX 
No    How many?      
(If Yes, please provide an overview of what these individuals are doing for the organization)

Do they have access to Money or Securities 

 FORMCHECKBOX 
Yes 
  FORMCHECKBOX 
No    How many? 
Locations (Number of):


a) Domestic 




     
b) Foreign 




     
(Please provide a list of countries the organization does business in)

Do you utilize warehouses? (If Yes, How many?)




 FORMCHECKBOX 
 Yes 
  FORMCHECKBOX 
No 
 FORMCHECKBOX 
N/A
Proposed Effective Date of Coverage:        
Coverage Requested:

	Insuring Clause:
	Limit of Liability
	Deductible(s)

	Employee Dishonesty
	$     
	$     

	Forgery, Alteration 
	$     
	$     

	Credit, Debit or Charge Card Forgery
	$     
	$     

	Theft, Disappearance, & Destruction
	$     
	$     

	Robbery/Safe Burglary
	$     
	$     

	Computer and Funds Transfer Fraud
	$     
	$     

	Money Order and Counterfeit Currency
	$     
	$     

	Wire Transfer
	$     
	$     

	Other:          
	$     
	$     

	Other___     
	$     
	$     


Internal Controls / Audit Procedures:

External Audits:
1. Does an independent CPA audit your books at least annually?




 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

(If No, please explain.)       
a) If Yes, by whom?_     
b) If No, please attach an explanation.      
2. Does the audit include a review of EDP Department? 





 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No 
(If No, please explain.)       
3. Are the audits complete and unqualified? 







 FORMCHECKBOX 
Yes   FORMCHECKBOX 
 No  
(If No, please explain.)       
4. Are all locations and entities audited?  







 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No  
(If No, please attach description of the extent of your audit.)      
5. Have you changed CPAs in the past three (3) years?  





 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No  
(If Yes, please attach an explanation.)      
6. Does the CPA provide a Management Letter?  






 FORMCHECKBOX 
Yes   FORMCHECKBOX 
 No 
(If Yes, please include the most recent copy and applicant's response to the letter.)

(If No, please provide an explanation why.)      
Internal Audit:

1. Is there an Internal Audit Department responsible for the oversight and review of internal audit programs for all business operations - including the EDP Department?  






 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
No 
 (If No, please attach an explanation of how this function is fulfilled.)      
2. How many people are employed in the Internal Audit Department?
     
3. To whom does the Internal Audit Department report?

     
4. How often are full internal audits made of all locations?
     
5. What criteria are used to determine the auditing schedule? 
     
a)  Are there certain areas that are audited more often? 
     
6. How are issues identified in the internal audit process followed-up and resolved?      
a) What time frame is applied to resolution of these issues?

     
7. Does the internal audit include a review of EDP Department? 




 FORMCHECKBOX 
Yes   FORMCHECKBOX 
No
(If No, please attach an explanation.)      
1. Internal Controls:

2. Do the employees who reconcile monthly bank statements also:

a) Sign Checks? 






 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
No

b) Handle Deposits? 





 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

c) Have access to check signing machines or signature plates? 
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No

NOTE:  If the answer to any of the above is ‘Yes’, please attach explanation of the other controls that are in place for these procedures.       
2. Is countersignature required on checks issued by the applicant?   




 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
a) If “Yes” at what dollar value is signature required?_     _
b)  If “No”, please attach an explanation.      
3. Do expense reimbursements require original receipts for expenses before reimbursement? 

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
4. Do expense reimbursements require management approval at the next level? 


 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
5. Are all disbursements system generated? 







 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please provide an explanation of controls surrounding manual check issuance.)       
6. Do you handle any securities?







 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No  
 FORMCHECKBOX 
 NA

a)  If Yes, what is the value of securities held?
     
b)  Are securities subject to joint control of two or more authorized employees?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
 FORMCHECKBOX 
 NA
7. Is there any precious metal or gem exposure (gold, silver, platinum, industrial diamonds etc.)?
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
a) If Yes, what is the approximate value of these item?
     
i) How are these items safeguarded? _     _

8. Is a complete inventory made with physical check of stock and equipment?



  FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
9. Are background checks performed for all new hires? 





  FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
10. Do all new hires receive a copy of the organization’s fraud and employee handbook?


  FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
a) Are employees required to sign a statement confirming they read and understood the policies   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
and procedures?

(If No, please explain.)      
11. What policies and procedures are followed when an employee is terminated?
     

12. Are the controls and informational systems listed above consistent among:

a) Branch offices  



 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
 FORMCHECKBOX 
 NA

b) Warehouses  



 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
 FORMCHECKBOX 
 NA

c) Foreign locations/ operations  

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
 FORMCHECKBOX 
 NA

(If any of the above is “No”, please explain as to how and why they differ.)      
Payables:
1. Are purchase order forms numbered?







 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
a) Are outstanding forms followed-up upon?






 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b) Are blank forms secured?








 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
2. Do all requisitions and purchase orders require the prior approval of authorized personnel?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
3. Do purchase orders require next level of approval? 






 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
4. Can a purchase order requestor approve their own requests?




 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If Yes, please attach an explanation.)      
5. What dollar amount requires senior management to approve the purchase order?       
Vendor Controls:
1.  Do you have a structured set of  procedures for choosing a vendor? 




 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If Yes, please attach a copy.)

2. Are background checks performed on vendors in order to determine ownership and financial 
capability prior to doing business with them?  






 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
3. Is an authorized vendor list utilized for all purchases, with competitive bidding required over stated
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
 amounts? 







a. If Yes, How often updated and checked for accuracy?       
b. By whom?       
(If No, please explain.)      
4. Do you have the ability to audit your vendors? 






 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
5. Please explain the procedures to reactivate inactive vendors on the authorized list?      
6. Is each cash disbursement based on an existing liability?





 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
a. Are they verified for accuracy and appropriate authorizations (including comparisons 
to authorized vendor lists and receiving reports) prior to disbursement? 


 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
7. Are purchase order requisitions independent of the cash disbursement department? 


 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No 
(If No, please explain.)      
8. Are perpetual inventories maintained and supplies periodically verified by physical count?  

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No 
(If No, please explain.)      
9. Are vendors provided with a statement of your conflict of interest and gift policy


 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No 
(prohibiting gifts of any significant value)?
(If No, please explain.)      
Computer Controls:

1. Is there an Information Technology Department or Computer Department? 


 
 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
a) If Yes, How many people are employed in the department?
     
b) If No, Are computer programming functions outsourced? 




 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
i)
If Yes, do you require contractor to provide Fidelity coverage?



 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
2. Are the duties of programmers and operators segregated?





 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No 

(If No, please explain.)      
3. Are “tests” performed to detect unauthorized programming changes? 



 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
a) How Often?
     
b) Prior to being used by the intended departments? 





 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      Do employees have access only to information or programs that let them do their job? 

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
4. Are Passwords required for access to sensitive information? 





 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
a. If Yes, are they required to be changed after a certain time period? 



 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b. How Often
     
(If No, please explain.)      
5. Is a log kept of unsuccessful or unauthorized attempts to a program that requires passwords?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
6. If an employee is promoted and no longer requires access to certain information, is their access
 status changed?










 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
7. Are “Fire Walls” used to prevent access or protection from the Internet as well as Intranet? 

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please attach an explanation of procedures employed.)      
Fund Transfer:

1. What is the total annual value of all funds transfers?




     
2. What is the average value of a transfer?





     
3. Are there specific arrangements with banks, as to the individuals in your Company authorized to:

a) Transfer funds? 






 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
b) Request changes in procedures? 




 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
c) Obtain records? 






 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
Please attach a description of the internal controls which assure that fraudulent instructions cannot be given to any bank by persons either with or without authority to give genuine instructions.
1. Are all banks required to authenticate the identity of the caller before acting upon the instructions?
  FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
2. (If Yes, how is this achieved?)
     
3. Are all banks required to confirm funds transfer transactions in writing within 24 hours?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
4. Are there independent checks of funds transfer records by staff not authorized to handle/instruct such transfers? 














 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No
(If No, please explain.)      
Loss Information:

Please provide the following information for ANY loss(es) discovered during the past five (5) years which involve, or potentially involve, peril of the type covered by the policy.  If none, please indicate that fact.

	Cause of Loss
	Date Discovered
	Gross Amount of Loss (Actual or Estimated)
	Amount Received from Insurance Less Salvage
	Deductible at Time of Loss
	Location , if other than Main Office

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     


Notice: Any person who knowingly and with intent to defraud any insurance company or other person files an application for insurance containing any materially false information, or conceals for the purpose of misleading, information concerning any fact material thereto commits a fraudulent insurance act, which is a crime.  (In New York, such crime is subject to a civil penalty not to exceed five thousand dollars and the stated value of the claim for each violation.)

Signed By:







 Dated:







          Title:








Please attach the following supporting documentation when submitting this application:

Annual Report 
Audited Financial Statement

· Most Recent CPA Management Letter and Management's Response thereto

CNA(SAA 2006)





2

CNA(SAA 2006)





1


_902744382

