Risk Control Bulletin
The A B Cs of Information Risk

The complexity of information systems in today’s busi-
ness world — even for relatively small businesses — is
mind boggling. The risks to the data handled by these
systems are equally complex. However, common causes
of loss are being identified. The purpose of this article is
to review the broad categories of information risks, as well
as broad strategies for managing them.

Information Risk Classification

Information risks include threats to information technology
systems, the intangible property handled by them and
consequences of failure of these systems. These risks
include first-party losses that would be sustained by the
organization or third-party losses related to liability to oth-
ers. Some examples of these risks are given below.

First-party Risks

Loss of data

Loss of business income
Denial of service
Virus/hacker/sabotage
Theft of system resources
Extortion

Third-party Risks

e Theft/disclosure of or damage to someone else’s
data

Privacy injury liability

Network security liability

Content liability

Spread of viruses or malicious code to someone
else’s system

In general, these are events that may compromise the
confidentiality, integrity or availability of an organization’s
electronic data or otherwise cause a loss of system re-
sources. These same events may create liability to others
in regard to data of others that is stored, handled or proc-
essed by an organization.
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Historical data on these causes of loss is limited. How-
ever, there is a growing public record of incidents related
to security breaches of databases and the private infor-
mation they contain. Analysis of data on these breaches
provides insight into the causes of a much wider range of
information-related losses.

Breaches of Sensitive, Non-Public Information

According to data available from the Privacy Rights Clear-
inghouse, physical theft, hacking into systems and acci-
dental release are the leading causes of breaches of sen-
sitive or non-public information.

Incident Frequency by Cause of Security Breach —
All Industries*

354 Recorded Privacy Breaches

% of Total
Physical Theft 36%
Hacking 26%
Accidental Release |20%
Lost Media 1%
Employee Act 6%
Social Engineering | 1%




Records Exposed

Approximately 102.1 Million Total

% of Total
Hacking 47%
Physical Theft 37%
Lost Media 11%

Accidental Release |3%

Employee Act 2%

Social Engineering |<1%

*Source: “A Chronology of Data Breaches.” Privacy Rights
Clearinghouse. May, 4 2007.

www.privacyrights.org/ar/ChronDataBreaches.htm.
Physical Theft and Lost Media

Physical theft of desktop PCs, laptops, PDAs, tapes,
disks, USB drives or other devices and media create sig-
nificant risks to the information stored on these devices.
These incidents are the most frequent cause of privacy
breaches. Physical theft also ranks second in terms of
number of records exposed. The expanding use of port-
able devices and rapid increases in storage capacity war-
rant significant attention to how these devices and the
data they contain are secured.

It should also be noted that the exposures related to lost
media are the same as for physical theft. The separate
category for lost media constitutes incidents related to
poor tracking and physical control of media, such as
back-up tapes. Unless steps are taken to protect the data
on such misplaced media, the data they contain is vulner-
able to unauthorized access.

Hacking

Unauthorized access to networks by hackers represents
almost half of all records breached during the time period
represented in the chart. Hacking ranks second in terms
of frequency of occurrence. In addition to theft of informa-
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tion that can create privacy concerns, once unauthorized
access is gained to a system, a hacker can perform a va-
riety of malicious activities. These activities may include
theft of an organization’s intellectual property, destruction
of data, sabotage and theft of system resources.

Accidental Release

The Privacy Rights Clearinghouse data on security
breaches shows that accidental releases of confidential
information occurs in a variety of ways. Much of the data
was released in electronic form via the Internet, an or-
ganization’s Web site or email.

Other releases are related to discarding equipment or
media that was not properly sanitized to remove all traces
of non-public information. Loose editorial and content
controls can allow these types of breaches to occur and
can also create other types of liability related to content
published electronically. This includes liability related to
claims of libel, slander and intellectual property rights in-
fringement.

Employee Acts and Social Engineering

Some of the cited breaches indicate the specific involve-
ment of rogue employees who gained unauthorized ac-
cess to systems and information, or misused authorized
access privileges. Also in evidence are social engineering
techniques in which employees or others are manipulated
into performing acts that facilitate a breach or divulging
confidential information. While the frequency and severity
of incidents in which these techniques are the primary
cause of a breach is shown to be low, the overall impact
should not be underestimated.

The preceding discussion is specifically related to causes
of security breaches that resulted in or had the potential
to result in identity theft and privacy liability. The same
causes also result in a wide range of other types of first[]
party and third party losses.

Risk Management Strategies
It is becoming increasingly clear that emerging risks asso-

ciated with protecting data should be included in an or-
ganization’s overall approach to risk management. In to-




day’s data-focused world the loss of a valuable informa-
tion asset can be just as damaging as a fire that con-
sumes a warehouse full of tangible property or accidental
physical harm caused by a company’s operations.

Risk management strategies to protect the confidentiality,
integrity and availability of data follow the same general
pattern as for other risks: identify the exposures, imple-
ment controls, and handle the residual risk via contractual
risk transfer and insurance. Contractual risk transfer to
service providers, vendors and other thirdparties with
access to your client data is very important. An estimated
30% to 40% of all breaches involve third-parties who
have compromised in some fashion their client’s data.

While a detailed discussion of risk management strate-
gies is beyond the scope of this article, the following risk
controls represent some of the minimum pro-active steps
necessary to help protect your organization.

Anti-Virus & Firewalls

e Employ anti-virus software on all computing de-
vices

e Automatically update antillvirus software at least
daily

e Automatically scan and filter e[imail attachments
and downloads before opening files

e Automatically receive virus and threat notifica-
tions from the United States Computer Emer-
gency Readiness Team

e (US-Cert), SANS Institute or a similar provider

e Securely configure firewalls other than a default
configuration

e Configure networks using multiple firewalls (or
equivalent) to separate back-office operations
from Internet-facing operations

Network and Data Security

e Back up network data and configuration files daily

e Store back-up files in a protected location

e Allow remote access to the network only if it is via
a VPN or equivalent system

e Monitor network platform vendors at least daily
for availability of security patches and upgrades

e Test and install security patches and upgrades
within 30 days of availability, preferable within
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seven days
o Always lock server room or otherwise limit access
to authorized personnel

Policy & Response Plans

e Promulgate a security policy to all employees and
contractors

¢ Have a tested disaster recovery plan that in-
cludes recovery from data center disasters

e Have a tested security incident response plan
that addresses both direct (e.g. hacking) and indi-
rect (e.g. virus) attacks upon your network

The information, examples and suggestions presented in this material have been developed from sources believed to be reliable, but they should not be construed as legal or other professional advice.
CNA accepts no responsibility for the accuracy or completeness of this material and recommends the consultation with competent legal counsel and/or other professional advisors before applying this
material in any particular factual situations. This material is for illustrative purposes and is not intended to constitute a contract. Please remember that only the relevant insurance policy can provide the
actual terms, coverages, amounts, conditions and exclusions for an insured. All products and services may not be available in all states and may be subject to change without notice. CNA is a registered

trademark of CNA Financial Corporation. Copyright © 2010 CNA. All rights reserved.
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